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Notice and Apology Regarding Unauthorized Access to Our Systems 

 

In response to the recent increase in cyberattacks, Digital Arts Inc. (the "Company") conducted a comprehensive 

security assessment of its systems, products, and internal IT environment using AI technology on October 9, 2026. 

As a result, the Company identified evidence of unauthorized access to the operational environment of its cloud 

services and its internal IT environment that had not been detected through previous security assessments. Some of 

the identified evidence dates back to approximately July 2025. 

We sincerely apologize to our customers and all other stakeholders for the significant concern and inconvenience 

caused by this incident. As a provider of information security products, we take this matter extremely seriously and 

are committed to making company-wide efforts to prevent recurrence and restore trust. 

The details confirmed as of this announcement and the measures taken by the Company are outlined below. 

 

1．Overview of the Unauthorized Access 

The Company has confirmed that authentication credentials used to operate its cloud services were unlawfully 

obtained by a third party and subsequently used to gain unauthorized access to the service operational environment. 

As a result of this intrusion, there is a possibility that information belonging to some customers using the cloud 

services listed in Section 2 below was viewed by an unauthorized third party. 

As of 12:00 p.m. (JST) on October 21, 2026, the Company has found no evidence that customer information 

was exfiltrated, nor has it received any reports of misuse of information or secondary damage resulting from this 

incident. 

 

2．Affected Services and Requested Actions for Customers  

i-FILTER@Cloud 

m-FILTER@Cloud (Modern Edition) 

m-FILTER MailAdviser for Microsoft 365 

FINAL CODE@Cloud 

z-FILTER 

Desk 

 

To prevent potential secondary damage, we request that all customers using the cloud services listed above 

change both their administrator and user passwords. 



 

The Company will individually contact customers who need to take additional measures. Please note that 

software versions of our products installed in customers' own environments are not affected by this incident. 

 

3．Measures Taken by the Company 

Upon discovering the incident, the Company promptly implemented the following measures: 

• Revoked the authentication credentials used in the unauthorized access 

• Replaced the authentication credentials used for the Company's operations 

• Terminated suspicious programs 

• Replaced server authentication keys 

 

As of 12:00 p.m. (JST) on October 21, 2026, no further unauthorized access has been detected, and the 

Company continues to monitor its systems. 

In addition, the Company is working to restructure its services and network infrastructure in anticipation of 

evolving cyber threats. 

 

4．Impact on Financial Performance 

The Company is currently assessing the potential impact of this incident on its financial performance. Should 

any matters requiring disclosure arise, the Company will promptly make an announcement. 

 

5．Future Measures and Contact Information 

The Company will report the incident to the relevant authorities and cooperate with them as necessary. We 

will also strengthen our authentication credential management, access controls, and monitoring systems to prevent 

similar incidents from occurring in the future. 

 

 

Contact Information Regarding This Incident 

 

For Customers and Business Partners: 

Customer Support Desk 

k-support@daj.co.jp 

 

For Shareholders and Investors: 

Investor Relations Department 

investor@daj.co.jp 
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